Intrusion Detection System(IDS) has received attention to deal with the illegal access to the network. However, IDS has a critical problem which outputs a tremendous number of logs. Analyzing these logs apply a large amount of load to a network manager. In this paper, we propose a novel visualization system of IDS considering order relation of IP addresses that emphasize the anomalous warning events based on past tendency.
Introduction
Recently, as Internet is developing explosively, illegal access to the network is increasing. To deal with this serious problem, the necessity of Intrusion Detection System(IDS) is increasing. IDS is the notifying system of network manager to inspect symptoms of the illegal access. IDS also enables us to early detect threatening attack to the computers and to deal with its attacks. However, there exists a problem of IDS. While IDS generally outputs the text warning logs, the amount of these logs are tremendous especially for large scale network. Analyzing these logs apply a large amount of load to a network manager. To overcome this problem, there exist several methods for analyzing logs [1] [2] [3] and some visualization methods for the logs [4] [5] [6] [7] .
In this paper, we propose a novel visualization system of IDS considering order relation of IP addresses that emphasize the anomalous warning events based on past tendency. Visualization on emphasizing anomalous warning events enable network manager to reduce the analyzing load than conventional methods.
We utilize Snort [8, 9] as IDS. Snort is free and open source software that is generally classified as a signature match IDS.
Related Work
Research on analyzing network packets and its visualization have been studied intensely for many years. In this chapter, we introduce several works.
There exists a study on log analysis based on tendency of IDS alert events [1] . They have shown that the appropriate intensive terms and an alert threshold can be automatically determined by coefficient of variance. A part of our study on log analysis is based on this method.
In [2] , they pay attention to the frequency of detections of events in an unit time, and they newly introduce three parameters. Those parameters are frequency of detections of events in an unit time, arrival time and event vast length of each events. As a result, the frequency of detections can be represented by Poisson distribution, and arrival time and event vast length can be represented by exponential distribution. Therefore, they confirm that each event randomly detected at a glance can be represented by theoretical statistical distribution. They also say that the detected events out of these theoretical statistical distributions are regarded as anomalous events.
In [3] , a log analysis method of paying attention to variation of detected events and its frequency in IDS logs are proposed. They plan to detect anomalous events from the number of detected events. To do their aim, they use frequency analysis method which pays attention to the variation of the number of detections, and a ratio analysis method which uses the average and a standard deviation for each event. As a result, they could specify anomalous warning events of tremendously increasing events even though the number of detections is small.
Work on visualization
In the following, we will explain Hashing Alert Matrix [4] , HeiankyoView [5] and IDS RainStorm [6] as log visualization system. Hashing Alert Matrix [4] is the visualization method of IDS data which use a hash function. In the method, IP address of each event is not plotted as the raw value, but it is plotted as the hashed value. By using the hashed value, it can use a limited drawing area efficiently. However, the hierarchical structure of IP address is disappeared.
HeiankyoView [5] is the visualization method of network intrusion detection data which pay attention to hierarchical structure of IP address. Since it can arrange all detected data on twodimensional plain smartly, we can grasp the situation of detections at a glance.
IDS RainStorm [6] is the visualization method of IDS data which is specialized in displaying class B of IPv4. It also has the property that we can grasp relation of source and destination IP address along time axis.
3. Visualization system considering order relation of IP addresses that emphasize the anomalous warning events
In this chapter, we propose a new method of visualization system considering order relation of IP addresses that emphasize the anomalous warning events by using the improved version of our proposed method for log analysis [1] , and UnEqual Scaling Alert Matrix [7] .
Log analysis method using the coefficient of variance
We have studied the log analysis method using the coefficient of variance without relying on a network manager subjectivity [1] . First, we compare the number of detections N 1 during the most recent term T 1 with the number of detections N 2 during the previous term T 2 for each event. The term T 1 , T 2 are called intensive terms. If a certain ratio F is greater than a certain threshold T h , then a warning message is outputted. We have defined a ratio of the number of detection F as following formula.
The length of the intensive term is dynamically decided by the past three months log data. The conceptual image of the method is shown in Fig.1 . To decide the length of the intensive term, we first calculate a standard deviation for each event.
Since an average number of detection is considerably different for each warning event, a standard deviation itself is not suitable for deciding the intensive term. Therefore, we use a coefficient of variance which is a value of standard deviation divided by average number of detection. It is suited for a characteristic measure for deciding the intensive term which is not dependent on the number of each warning event. We decide coefficient of variance C v (T ) for intensive term T as following formula.
In the formula, S d (T ) is a standard deviation, and X(T ) is an average number of detections. Generally, it is expected that a variation of coefficient of variance decrease with increasing intensive term. We define a rate of change R d (T ) associated with intensive term T as following formula.
The intensive term T is decided such that the rates R d (T ) reach R th , because C v (T ) gradually decrease with increasing T like Fig.2 . Where R th is a threshold value, 0.01 is used in [1] . Since a value of coefficient of variance indicates relative dispersion of each warning event, it is expected that a large threshold value T h is required for a large coefficient of variance. Therefore, we define the threshold T h as following formula.
The parameter δ is a constant value which does not depend on a kind of warning events. We also define N A (δ ) as the number of anomalous warning events exceeding T h . As a result of experience, the value of coefficient of variance converges in a certain value. By increasing δ every 0.1 used in Eq.(4), we could confirm that the number of the detections exceeding threshold value steadily decreased. A best of features in [1] is that the threshold of each signature is dynamically determined by coefficient of variance without a network manager's subjectivity. However, it should be noted that the method make an assumption that the number of detections for deciding intensive term T is stable.
Meanwhile, if the value of N 1 is lower than N 2 in Eq.(1), we may also define the situation as anomalous one. But we consider this case as nonanomalous warning event in this study.
Methods of improved UnEqual Scaling Alert Matrix
In order to grasp the information of source and destination IP address of each warning event at single display, let us prepare the two-dimensional plain having a horizontal axis as source IP address and a vertical axis as destination IP address.
However, this method has the fatal problem. We can not grasp the situation of warning events correctly because many different points are plotted on the same point of a monitor having general resolution about 1024 pixel × 1024 pixel. To overcome this problem, the authors have proposed UnEqual Scaling Alert Matrix [7] . In the method, all 32bit IP address is unequally plotted according to the ratio of the number of source and destination IP block. An outline of this method is as following.
1. The data of logs for certain fixed interval are sorted in ascending order on source or destination IP address.
2. The sorted data are classified by the first octet of IP address. After that they are hierarchically classified by the second octet and the third octet in the same way (Fig.3) .
3. A plotted area of display is divided based on the ratio of each classified octet. Therefore, an IP block which is observed more frequently have a wider plotted area (Fig.4) .
It is noted that the order of IP address is preserved in this method. Therefore, a network manager can easily grasp the situations of several attacks such as network scan which is observed under some IP blocks. In order to emphasize anomalous warning events, they are plotted by more remarkable points than other normal events. The anomalous warning events are decided by the log analysis method using coefficient of variance denoted in section 3.1. In our implementation, the anomalous warning events are plotted by 5 × 5 dots larger red points and the normal warning events are plotted by 3 × 3 dots small points. Furthermore, priority 1's warning events are plotted in black color, and priority 2's warning events are plotted in green color. Also priority 3's are plotted in blue color. Where, priority 1-3 are attack risk level which are set for each Snort's signature. By this color classification, it is expected that a network manager can pay attention to each warning event appropriately. In order to grasp temporal change of detected warning events, we also imple-ment animation mode which can continuously draw the situation every one hour. Figure 5 shows a display image of the visualization system considering order relation of IP addresses that emphasize the anomalous warning events. Figure 6 is a magnified image of upper left area of Fig.5 for the sake of reader's detailed observation. An area of drawing region of Fig.5 is 800 × 800 dots, and a number of detections which are plotted is 8982. To easily grasp hierarchical structure of IP address, the scale of the first octet of source and destination IP address is drawn. When a network manager click to the plotting point that he pay attention to, the detailed information of the warning events is displayed on a terminal. When two or more plotting points overlap each other, all detailed information for each warning event are displayed on a terminal (Fig.7) . 
Evaluation of proposed methods
First, we show experiment condition for evaluating the proposed methods. Secondly, we show the experimental result about the number of anomalous warning events, and show the display image of the visualization system which emphasize anomalous warning events.
Experiment condition
The proposed visualization system is implemented by Java programming language. The detected data for evaluation is obtained from our campus network(IPv4 B-class network). The term of getting data is from 2012/5/1 through 2012/5/7. The term for deciding intensive term T is three months for 2012/2/1 through 2012/4/30. These three months are learning term to decide intensive term T for each Table 1 : Detailed information for the major target signatures.
Number signatures. We use the discrete value of Intensive term T per hour. Although the detected data is obtained from IPv4 B-class network in this experiment, our proposed method is also available for other class network. In Fig.8 , we can see that the number of detections decreases with increasing the parameter δ . On deciding anomalous warning events, we previously exclude the event signatures detected less than one per hour on the average. Because it is considered that the rare event signatures are meaningless in statistics. If the rare events are detected, we can consider the events anomalous. After excluding the rare events, we call the remaining signatures target signatures. There exist 25 target signatures in our experiment.
Evaluation of the number of anomalous warning events
We show some examples of target signatures in Table. 1. It is considered that these target signatures are suitable as comparable subject. Because we pay attention to the following points.
• Coefficient of variance C v (T )
• A ratio of anomalous warning events decreasing with a value of parameter δ • Average detections • Intensive term T X(1) in Table. 1 means the number of average detections per hour for the target signatures. C v (T ) is the value of coefficient of variance for the intensive term T decided in Eq.(3).
The event name correspond to signature number in Table. 1 are described in Table. 2. We define the decreasing ratio D r (δ ) in the following formula to easily grasp a ratio of the number of anomalous warning events.
The decreasing ratio D r (δ ) for signature number 7, 8, 11, 22 in Table. 1 are shown in Fig.9 . In Fig.9 , the number of anomalous warning event having small value of coefficient of variance such as signature number 7, 8 tremendously decreases with increasing the parameter δ . In contrast, the number of anomalous warning event having large value of coefficient of variance such as signature number 11, 22 hardly decreases with increasing the parameter δ . It is considered that the signatures having small value of coefficient of variance are detected stably, and the signatures having large value of coefficient of variance are detected unstably for the past three months.
We show the time variance of the number of detections for signature number 8 and 11 every 1 hour in Fig.10 and 12 . We also show a ratio F defined by Eq.(1) for signature number 8 and 11 in Fig.11 and 13. A broken line in Fig.11, Fig.13 indicates the threshold value T h defined by Eq.(4) where the parameter δ is set to 1.1.
In Fig.10 , we can see that the warning event(No.8) is continuously detected (Note that No.8's C v (T ) is small). On the other hand, the warning event(No.11) is not continuously detected (Note that No.11's C v (T ) is large). We have confirmed that the other target signatures tend to the same property. These observations show the validity of our previous consideration.
In Fig.11 , each part where a solid line exceeds a broken line indicates the anomalous situation. Since the time variance of the number of signature number 8 in Fig.10 is stable, the diagram in Fig.11 changes slowly. On the other hand, since the time variance of the number of signature number 11 in Fig.12 is unstable, the diagram in Fig.13 changes rapidly.
Finally, we show the original UnEqual Scaling Alert Matrix visualization system in Fig.14 and the improved version of the method in Fig.15 .
In Fig. 14, anomalous warning events are not emphasized and all warning events are plotted with equal shape. On the other hand, in Fig.15 , anomalous warning events are emphasized. It is expected that the emphasizing plots pay attention to the anomalous warning events to a network manager. 
Conclusion and Future Work
In this paper, we propose IDS visualization system which emphasizes the anomalous warning events based on past tendency. The system is intended for reducing a load of a network manager. In the proposed method, we introduce a new algorithm for deciding anomalous warning events. Since the anomalous warning events are plotted as emphasized shape on UnEqual Scaling Alert Matrix, it is easy for a network manager to pay attention the events.
Our proposed method can be applied to IPv4. Even though IPv4 will be replaced by IPv6 in the near future, it is difficult for our proposed method to adapt IPv6 due to extensive address space. Development of an improved method to adapt IPv6 remains as the future work.
